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Figure 1. Video data types—raw (left) and depth (right)

Figure 2. Electricity use data type—raw data (left) and visuali-
zation with activity inference caption (right)

Figure 3. Movement data type—raw accelerometer data (left) 
and visualization with activity inference caption (right)

ID Sex Age Occupation Children  
(age) 

Frequent visitors (non-
household members) 

H1a F 41 Teacher Yes 
(3, 7) 

Babysitter 
H1b M 45 Tile contractor 
H2a M 31 Web team No Parent, relative, friend 
H2b M 43 Restaurant/dance 

captain 
H3a M 47 Unemployed No Relative, friend 
H3b F 45 Customer service 

supervisor 
H4a F 49 Homemaker Yes 

(15) 
-  

H4b M 50 Manager 
H5a F 35 Sales specialist No -  
H5b M 36 Server 
H6a M 36 Director (non-profit) Yes 

(6, 14, 14) 
Relative 

H6b F 30 Insurance agent 
H7a M 28 Manager Yes 

(1, 4, 6) 
Parent, relative, friend 

H7b F 28 Caregiver 
H8a F 49 Realtor/Managing 

broker 
Yes 
(18) 

Adult child, parent, relative, 
friend, service people 

H8b M 49 Auto mechanic 
H9a M 37 Unemployed Yes 

(9, 14) 
Adult child, relative, friend, 
neighbor’s child, children’s 
friends 

H9b F 31 Bookkeeper 

H10a M 51 Customer service Yes 
(14, 16) 

Adult child, parent, relative, 
friend, wife’s ex-husband H10b F 44 Owner / operator 

H11a F 54 Supervisor Yes 
(23, 25) 

Adult child, parent, relative, 
friend, service people H11b M 51 Iron worker 

Table 1. Demographics of the participants
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IN-HOME SENSING: PERCEIVED BENEFITS AND RISKS

Figure 4. The take-home study package contained 4 sensor 
proxies (off-the-shelf motion sensor lights wrapped in decora-
tive paper), 1 digital camera, 2 diaries, and 1 guestbook. 

Figure 5. Setup of the sensor proxies—(from left to right) kitchen [H7], living room [H1], study [H11], and bedroom [H2]  



Perceived Benefits of In-Home Sensing Applications

19

Applications of Interest to Participants

“I feel pretty strongly that I don’t think I would want some-
thing like that in my home”

“My dad has passed away (…) my dad fell. You know, it would 
have been a great thing for one of us to have known that my dad 
had fallen (…) Anything can be used for good or evil, I guess, 
but in that particular situation when someone needs to be moni-
tored for their own health and safety, I think that is important.  
But I do think that their privacy needs to be respected as well.”

“If the issue was a sleep issue and we knew that this was some 
way to resolve it and they told us that then that would be abso-
lutely fine.”

I don’t need things that are going to 
make me more lazy than I am I 
think these sensors are weird and creepy. How many times 
would someone need to know I walk in and out of a room

Monetary Benefits and Incentives 

“I would give him  the evidence to say “look, this is 
what, how much we could be saving (…) The appliances really 
aren’t efficient,” and so in order to show my landlord that yeah, 
we could be saving a lot of money, and it’s a selling point when 
you’re trying to rent the house.”

“…this has been on my mind all week. The fact that the electric 
company can tell when I’ve turned on the dishwasher or a light 
bulb or the TV—that’s pretty fascinating to me. I don’t know 
how they do that, but do I want them to know that? Well it’s not 
a bad thing. It’s still a private thing. (…) I mean it’s alarming 
and surprising, it’s fascinating. I don’t know if it’s good or bad. 
I’m undecided.”

as long as the data stays in the home

“Well,
 cable would be nice. Something like that I 

would carefully weigh the proposal ”
Perceived Risks and Concerns of In-home Sensing 



Private Nature of the In-home Sensing and Inference Data

“I’m in public every night around hundreds of people. Most of 
my daily life—work life. So I’m always censoring myself at work 
and monitoring how I am, 'cause it’s guest-related. So I like to 
go home and just be private and not monitor or think about what 
I’m gonna say or do.”

“I think there is a certain quality about, not preserving every-
thing. Being a history person I am afraid to admit that but I 
think it’s nice that some things are just left best unsaid…”

Unintended Consequences of Recording and Playback 

not at home

“When someone goes back and, ‘Why were you here instead of 
over here?’ You know, ‘The dish broke, you said you didn’t break 
it. Now I got it here.’ It’s just—you know, buy a new dish! Don’t 
worry about the argument as to where and when and why.”

“I would hate to say this. Say you’re in a divorce situation. And 
you wanted to use that as information, you know, to present your 
case. Then it seems like, “Well, I’ve got this all recorded here.” 
But is that fair? Is that right?”

Possibility of Data Leaks: Security and Data Storage 

“It’d be my kids’ safety. And if somebody got a hold of that, I 
don’t know if I’d like that. And there’s no way to guarantee–and 
if there is, great, but I would assume that there’s, like, a 99.9% 
chance to guarantee, but there’s still that one guy that’s out 
there, the hacker, that’s going to find his way in to see the image. 
So I wouldn’t want that. Even if it did save on electricity, be-
cause I think safety is more important than saving a little bit on 
your electric.”

TENSIONS REGARDING SENSING AND INFERENCE 



Tensions between Couples

public
“my wife will dispute 

that with me, but I’ll say it’s my bedroom. I conduct a lot of 
business out of my bedroom”

mostly 
private

“It would be nice to capture some of his  behavior on vid-
eo and then show it to, like, his therapist or something. ’Cause 
it’s hard to explain—when you’re in the moment, and then go to 
the therapist and try to explain exactly what went on, you 
know.”

Conversations could get heated up if somebody was supposed 
to be doing chores, and we’ve got them videoed, you know, 
watching a TV program or something. I’d rather just not worry 
about that, and make sure the chores get done later, as opposed 
to have something that people would go back and start referring 
to. You know, I think at this point, you know, you’re much happi-
er not having that access.

“gray areas which do not get dis-
cussed between husband and wife, and still not affecting 
each other to the best of their ability”

“I guess, realistically, it 
might still bother me be-

cause, for instance, even though my wife and I are a couple, 
there are still probably things that either one of us might do at 
any given time that is private that we wouldn’t share with the 
other person. And so—like if I put in an X-rated thing, I wouldn’t 
really want somebody to be able to tell – you’ve been watching 
these videos a lot, you know.”

Tensions between Parents and Children

“It  should not be there . 
Although, honestly, I would want it there. I could see reasons 
why I would want to know what’s going on in those rooms at all 
times. I just—I probably wouldn’t do it anymore than I would 
peek through the peep hole or look under the door.” 

“I would never be one to read my kid’s diary, but just to make 
sure they’re not—you know, I mean, there’s a lot of stuff on TV—
violence and, you know. Make sure they’re not—and I guess 
computers. Oh, my god. I worry about, like, how long they’re 
on.”

those that are contributing to the mortgage

“My son (7yr) asked if he was being recorded. I asked if he’d 
mind and he said he would not want to be recorded. Why? Be-
cause he might say something personal.”

Tensions between Householders and Visitors



“My 30-year-old brother-in-law stopped by to visit. He was 
watching TV in the living room when I came home and activated 
the sensor as I passed it. He asked what the light was for and I
explained that we are doing a study about sensing devices in the 
home. We told him that potentially video (raw/clear), glass shat-
tering detection, and power (electricity) monitoring could be 
available in the future. He said that if the device was video re-
cording him that he would feel very uncomfortable and would 
not want to visit.”

relationship between the 
householder and visitor data processing techniques 

By the way, 
you’re being taped”

“If there was ever an outside babysitter that I didn’t know, I 
surely wouldn’t tell them there was a camera; I’d want to actual-
ly see, you know, what they’d do.”

“I think the people that are closer to you are the people that 
you’re more apt to tell than those that are strangers. (...) I 
wouldn’t feel that I needed to tell the service guy that you’re on 
candid camera.”  

subtle

“I would say, “Just to let you know, we have a home monitoring 
system and, you know, we're not going to be like keeping tabs on 
you, but I want you to know that,” because it would invoke fear 
in them, I think.”

would not

would

“’Hey, that’s un-cool man,’ you know (…) I might even be in-
clined to say, ’I’m not going over to Susan’s house because she 
has that thing on and I don’t like it.’”

only if

DISCUSSION

Mechanisms to Reduce Privacy Risks
Limited capability sensors for the home



Context-aware sensing

not at home

Secure recording with limited playback

Tensions between Aesthetics and Visible Notification   

on by default

off by default

Methods to Gather Contextualized Feedback 

“It reinforced the fact that I wouldn’t want any-
body videotaping me or recording me doing everything I do dur-
ing the day… like I’d walk past it and I’d chuckle to myself say-
ing, ‘Oh, now just think if they were videotaping me, they’d see 
that I entered the house four times as I was just trying to 
leave.’” 

“Seeing the lights on reminds me of what they represent and I 
don’t like it. I would not want cameras or recorders in the 
house. I notice the sensor all the time, but I try to ignore them.”

“Same friend ask what the lights were doing in my room. I ex-
plained the project and he asked me if it was recording our data. 
I told him, nah… and explained he should relax as it is all good 
at my house. He agreed.”

“I forget they’re there 
for the most part”

CONCLUSION
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